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1. Executive Summary
Summarize your organization and why this SSP exists.
Orrville Medical Associates is a general medical practice providing primary care services to the local community from a single office location. The practice employs two physicians, two physician assistants, one registered nurse, one licensed practical nurse, two certified nursing assistants, an office manager, and an administrative assistant. This Unified System Security Plan documents how Orrville Medical Associates protects patient health information (PHI) and supports safe, reliable clinical and administrative operations. The practice's most critical information asset is its Electronic Health Record (EHR) system, which contains protected health information and interfaces directly with pharmacy and insurance networks. This SSP is owned by the Lead Physician and maintained jointly with the Office Manager and the practice's managed service provider (MSP).
💡 Guiding Questions: What products or services do you provide? What information is most critical? Who owns this SSP?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
2. System Inventory
Document or reference all in-scope systems.
The systems below represent the practice's core clinical and administrative technology. The complete inventory, including individual hardware assignments, is maintained in F-001 — Master Asset Register.
💡 Guiding Questions: What systems support the business? Which are cloud-hosted? Which are mission critical?
🔗 Related Resource: Use F-001 Master Asset Register as the authoritative inventory.
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	System
	Owner
	Location
	Criticality
	Reference to F-001

	Microsoft 365
	Linda Foster
	Cloud
	High
	A-001

	SharePoint Online
	Linda Foster
	Cloud
	High
	A-002

	Microsoft Teams
	Linda Foster
	Cloud
	Medium
	A-003

	Electronic Health Record (EHR) System
	Dr. Michael Bennett
	Cloud
	Critical
	A-004

	Patient Scheduling System
	Linda Foster
	Cloud
	High
	A-005

	Patient Billing System
	Linda Foster
	Cloud
	High
	A-006

	Practice Website
	Linda Foster
	Cloud
	Medium
	A-007

	Office Network & Wi-Fi
	Linda Foster
	On-Site
	Critical
	A-018, A-019

	Managed Service Provider (MSP)
	Linda Foster
	Remote / Vendor
	Critical
	A-020

	Practice Domain Name
	Linda Foster
	Cloud
	Critical
	A-027

	Patient Portal
	Dr. Michael Bennett
	Cloud
	High
	A-030


3. System Boundaries
Define what is and is not covered by this SSP.
This SSP covers all information systems, networks, and vendor relationships used to support clinical and administrative operations at Orrville Medical Associates' single office location. In scope: the Microsoft 365 environment (email, SharePoint, and Teams); the EHR system and its pharmacy and insurance integrations; the SaaS patient scheduling and billing systems; the practice website; the on-site office network, Wi-Fi, and network printers; all physician, physician assistant, nursing, and administrative devices; and the managed service provider that supports infrastructure, user access, patching, and help desk functions. Out of scope: personal devices not issued by the practice, and systems operated independently by external referral providers or hospitals.
💡 Guiding Questions: Which networks, SaaS platforms, vendors and offices are included?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
4. Governance Roles
Identify accountability for security activities.
Security and governance accountability at Orrville Medical Associates is distributed across a small team using Fractional Ownership rather than a dedicated compliance department.
💡 Guiding Questions: Who approves risk? Who manages technology? Who responds to incidents?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	Role
	Name
	Responsibilities

	Lead Physician (Business Owner)
	Dr. Michael Bennett
	Approves clinical risk decisions; owns the EHR system and PHI; final SSP approval authority

	Office Manager (Program Administrator)
	Linda Foster
	Administers the GRC program day-to-day; maintains the Living Documents; primary MSP liaison; tracks vendor agreements and BAAs

	Physicians & Physician Assistants (4)
	Dr. Michael Bennett, Dr. Sarah Whitfield, Amanda Cole PA-C, David Nguyen PA-C
	Follow clinical documentation, device, and access policies; report suspected incidents

	Nursing Staff (RN, LPN, 2 CNAs)
	Rachel Torres RN, Kevin Brooks LPN, Maria Gonzalez CNA, Tyler Simmons CNA
	Follow clinical documentation and shared-workstation access policies; report suspected incidents

	Administrative Assistant
	Jessica Park
	Follows administrative data-handling and access policies; supports scheduling and billing tasks

	Managed Service Provider (Technical Owner)
	Summit IT Partners
	Manages access provisioning/deprovisioning, patching, endpoint protection, network infrastructure, website maintenance, and help desk support


5. Identity & Access Management
Describe provisioning, MFA, privileged access and offboarding.
User accounts across Microsoft 365, the EHR system, the patient scheduling system, and the patient billing system are provisioned by the MSP upon a documented request from the Office Manager. Multi-factor authentication (MFA) is enabled on Microsoft 365 and enforced by the EHR vendor for all clinical users. Privileged administrative access to the Microsoft 365 tenant and network infrastructure is limited to the MSP; the Office Manager holds delegated administrative rights for day-to-day user management. Access reviews are performed during the Monthly GRC Heartbeat™. Offboarding currently relies on verbal notification from the Office Manager to the MSP; a formal written offboarding checklist is a planned improvement (Enterprise Risk Register R-005). Shared clinical workstations used by nursing staff are a known access-control gap being addressed through individual login credentials (R-004).
💡 Guiding Questions: How are accounts created? How often are accounts reviewed? How are terminated users removed?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
6. Security Controls
Summarize administrative, technical and physical controls.
The table below summarizes the practice's current administrative, technical, and physical controls. Gaps identified below are tracked as active risks in the Enterprise Risk Register.
💡 Guiding Questions: What preventive controls exist? What detective controls exist?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	Control Area
	Implemented
	Notes

	Multi-Factor Authentication
	Yes
	Enforced on Microsoft 365 and the EHR system

	Endpoint Antivirus / EDR
	Yes
	Managed by the MSP across all laptops and workstations

	Patch Management
	Yes
	MSP-managed; monthly compliance reporting requested (see R-012)

	Firewall / Network Perimeter
	Yes
	Managed by the MSP

	Wi-Fi Encryption (WPA2/WPA3)
	Yes
	Configuration review requested (see R-009)

	Mobile Device Management (MDM)
	Partial
	Enrollment confirmed for physician devices; verification in progress for PA devices (see R-003)

	Security Awareness Training
	Partial
	Ad hoc guidance only; formal program planned (see R-015)

	Data Encryption (at rest / in transit)
	Yes
	Provided by EHR, scheduling, and billing SaaS vendors

	Business Associate Agreements (BAAs)
	Partial
	Held individually; centralized tracking log planned (see R-011)

	Fax Transmission Verification
	Partial
	Cover sheet in place; second-person number verification planned (see R-020)

	Data Retention & Secure Disposal
	Partial
	Informal shredding/device disposal practice; formal schedule and procedure planned (see R-022)

	Physical Privacy Safeguards (Front Desk)
	Partial
	Informal staff practice only; signage and layout review planned (see R-023)


7. Backup & Recovery
Document backup strategy and recovery expectations.
Backups for cloud-based systems (the EHR, scheduling, and billing platforms, and Microsoft 365) are managed by each respective vendor. Local workstation and laptop backups are managed by the MSP. Backup restoration has not been tested within the past 12 months; an annual restoration test is scheduled as part of the risk treatment plan (R-013).
💡 Guiding Questions: How often are backups performed? Where are they stored? When was the last restore test?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	System
	Backup Frequency
	Retention
	RTO
	RPO

	EHR System
	Continuous (vendor-managed)
	Per vendor policy
	4 hours (vendor SLA)
	Near-zero

	Patient Scheduling System
	Daily (vendor-managed)
	30 days
	8 hours
	24 hours

	Patient Billing System
	Daily (vendor-managed)
	90 days
	8 hours
	24 hours

	Microsoft 365 (Email, SharePoint, Teams)
	Continuous + MSP-managed backup
	30 days native / 1 year MSP backup
	4 hours
	24 hours

	Local Workstations & Laptops
	Daily (MSP-managed)
	30 days
	24 hours
	24 hours


8. Incident Response
Summarize incident handling procedures.
Suspected security incidents are reported immediately to the Office Manager, who notifies the MSP and the Lead Physician. The MSP leads technical containment and investigation; the Lead Physician and Office Manager jointly determine whether an incident constitutes a reportable breach under HIPAA. Incidents are classified as Low, Medium, High, or Critical based on the scope of PHI exposure and operational impact, consistent with the scoring approach used in the Enterprise Risk Register. A dedicated incident response playbook (C-001) is planned; until finalized, this SSP serves as the practice's primary incident response reference.
💡 Guiding Questions: Who is contacted first? How are incidents classified?
🔗 Related Resource: Reference C-001 Incident Response Playbook.
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
9. Vendor Security
Identify critical third-party providers.
Orrville Medical Associates relies on several third-party vendors for clinical and administrative operations. Each vendor handling PHI is expected to maintain a signed Business Associate Agreement (BAA); centralizing BAA tracking is an active improvement item (R-011).
💡 Guiding Questions: Which vendors process sensitive data? Are contracts reviewed annually?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	Vendor
	Service
	Business Owner
	Risk Level

	EHR Software Vendor
	Electronic Health Record system
	Dr. Michael Bennett
	High

	Scheduling Software Vendor
	Patient scheduling
	Linda Foster
	Medium

	Billing Software Vendor
	Patient billing & claims
	Linda Foster
	High

	Summit IT Partners (MSP)
	IT infrastructure, help desk, patching, website maintenance
	Linda Foster
	High

	Microsoft
	Microsoft 365, SharePoint, Teams
	Linda Foster
	Medium

	e-Prescribing Network
	Pharmacy integration
	Dr. Michael Bennett
	Medium

	Insurance Clearinghouse
	Claims submission & eligibility
	Linda Foster
	Medium

	Domain Registrar
	Practice domain name (website, email, and scheduling identity)
	Linda Foster
	High

	Cyber Insurance Carrier
	Breach response and cyber liability coverage
	Linda Foster
	Medium


10. Risk Summary
Summarize the organization's highest-priority risks.
The five highest-priority risks from the R-003 Risk Assessment Worksheet are summarized below. The complete risk inventory, including residual scoring and treatment plans, is maintained in the Enterprise Risk Register.
💡 Guiding Questions: What are the top five risks? How are they being treated?
🔗 Related Resource: Reference R-001 Enterprise Risk Register for detailed risk information.
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	Risk ID
	Description
	Owner
	Treatment

	R-001
	Phishing-driven credential theft targeting EHR login credentials
	Linda Foster
	Mitigate

	R-002
	Ransomware infecting shared clinical workstations
	Linda Foster
	Mitigate

	R-006
	Overprivileged or compromised MSP remote access
	Linda Foster
	Mitigate

	R-008
	Data breach at patient billing SaaS vendor
	Linda Foster
	Transfer

	R-011
	Missing or expired Business Associate Agreements with SaaS vendors
	Linda Foster
	Mitigate


11. Obligations and Evidence Register
Document applicable regulations and contractual obligations.
As a healthcare provider handling protected health information, Orrville Medical Associates' primary compliance obligations are HIPAA and HITECH, along with the contractual and credentialing obligations tracked below. This register consolidates each obligation with its owner, control, evidence location, and current status.
💡 Guiding Questions: What obligations apply to us, where do they come from, and what evidence would prove each one is being met?
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	Obligation
	Source
	Applicable System/Process
	Owner
	Control
	Evidence
	Review Cadence
	Status

	HIPAA Privacy Rule
	Regulation
	Patient data handling
	Office Manager
	Privacy policies, staff training
	Policies maintained by Office Manager; training records
	Annual
	Met

	HIPAA Security Rule
	Regulation
	Unified SSP scope
	Dr. Michael Bennett / Summit IT Partners
	Safeguards documented in this SSP
	This SSP; R-003 Risk Assessment Worksheet
	Monthly (Heartbeat)
	Met

	HITECH Breach Notification Rule
	Regulation
	Incident Response process
	Office Manager
	Incident Response Plan (Section 8)
	Section 8 (Incident Response); Office Manager records
	Annual
	Met

	Business Associate Agreements (BAAs)
	Contract
	Vendor relationships
	Office Manager
	Signed BAAs per vendor
	Vendor contract files (centralized tracking planned, see R-011)
	Annual
	At Risk

	State Medical Licensing / Credentialing
	Regulation
	Employee/provider credentialing
	Office Manager
	Credential verification process
	Employee Personnel Records (A-025)
	Annual
	Met


12. Review & Approval
Document review cadence and approvals.
This SSP is reviewed monthly during the Monthly GRC Heartbeat™ and formally updated at least annually, or whenever significant business or technology changes occur. The next full scheduled review is January 2027.
💡 Guiding Questions: When is the next review scheduled?
🔗 Related Resource: Review monthly using G-002 Monthly GRC Heartbeat™ Checklist.
✓ Best Practice: Keep this section concise and update it whenever business or technology changes occur.
⚠ Warning: Do not document controls that are not actually implemented.
	Approver
	Role
	Date

	Dr. Michael Bennett
	Lead Physician / Business Owner
	July 1, 2026

	Linda Foster
	Program Administrator
	July 1, 2026
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