G-002 Monthly GRC Heartbeat™ Checklist
Pragmatic GRC™ Resource Center
Resource ID: G-002
Version: 1.0
Frequency: Monthly
Estimated Duration: 60–90 Minutes
Facilitator: Office Manager / GRC Coordinator
Executive Sponsor: Business Owner / Executive Leadership

Purpose
The Monthly GRC Heartbeat™ is a recurring governance review that keeps the organization's Three Living Documents current:
· F-001 Master Asset Register
· R-001 Enterprise Risk Register
· F-002 Unified System Security Plan
Rather than conducting an annual governance exercise, organizations perform a focused monthly review of business, technology, risk, and compliance changes.

Meeting Information
	Item
	Details

	Meeting Date
	August 3, 2026

	Facilitator
	Linda Foster

	Executive Sponsor
	Dr. Michael Bennett

	Recorder
	Linda Foster

	Duration
	75 minutes


Attendees
☑ Executive Sponsor
☑ Office Manager
☑ MSP / IT Provider
☐ Department Representatives
☐ Other: __________________

Section 1 — Business Changes
Review organizational changes since the previous Heartbeat.
	Item
	Yes
	No
	Notes

	New employees hired
	☐
	☑
	None

	Employee terminations
	☐
	☑
	None

	Job role changes
	☐
	☑
	None

	New business services
	☐
	☑
	None

	Office relocation or expansion
	☐
	☑
	None

	Organizational restructuring
	☐
	☑
	None


Follow-up Actions
None. No material business changes this cycle.


Section 2 — Asset Review
Verify updates to the Master Asset Register.
	Review Item
	Complete

	New hardware recorded
	☑

	Retired equipment removed
	☑

	New SaaS applications added
	☑

	Software inventory updated
	☑

	Human assets updated
	☑

	Physical assets updated
	☑


Related Document:
F-001 Master Asset Register

Section 3 — Identity & Access Review
	Review Item
	Complete

	New user accounts reviewed
	☑

	Terminated accounts disabled
	☑

	MFA enabled for all users
	☑

	Privileged accounts reviewed
	☑

	Shared accounts reviewed
	☑

	Service accounts reviewed
	☑


Related Resources:
· C-001 Identity Lifecycle Management
· C-002 Identity Offboarding Protocol

Section 4 — Enterprise Risk Review
Review the Enterprise Risk Register.
	Review Item
	Complete

	New risks identified
	☑

	Existing risks reassessed
	☑

	Closed risks archived
	☑

	Risk owners verified
	☑

	Treatment plans updated
	☑

	High risks discussed
	☑


Related Document:
R-001 Enterprise Risk Register

Section 5 — Security Operations Review
	Review Item
	Complete

	Critical patches installed
	☑

	Endpoint protection healthy
	☑

	Backup verification completed
	☑

	Vulnerability scan reviewed
	☑

	Security incidents reviewed
	☑

	Audit logs reviewed
	☑


Related Document:
F-002 Unified System Security Plan

Section 6 — Vendor Review
	Review Item
	Complete

	New vendors added
	☑

	Contracts reviewed
	☑

	Business Associate Agreements current
	☐

	Vendor security issues reviewed
	☑

	Vendor insurance verified (if applicable)
	☑

	Vendor risk assessments updated
	☑


Related Resources:
· V-001 Vendor Register
· V-002 Vendor Risk Assessment

Section 7 — Compliance Review
	Review Item
	Complete

	Required training completed
	☐

	Policies updated
	☑

	Compliance evidence collected
	☑

	Regulatory changes reviewed
	☑

	Audit preparation items updated
	☑



Section 8 — KPI Review
Record current governance metrics.
	KPI
	Current
	Target

	Asset Inventory Accuracy
	100%
	100%

	MFA Coverage
	100%
	100%

	Backup Success Rate
	100%
	100%

	Patch Compliance
	96%
	≥95%

	High Risks Open
	0
	↓

	Vendor Reviews Completed
	100%
	100%

	Security Training Completion
	60%
	100%

	Open Action Items
	3
	↓



Section 9 — Decisions & Action Items
	Action
	Owner
	Due Date
	Status

	Centralize Business Associate Agreement (BAA) tracking log
	Linda Foster
	08/31/2026
	In Progress

	Confirm MDM remote-wipe is enabled and tested on all mobile devices
	Linda Foster
	08/31/2026
	In Progress

	Schedule annual backup restoration test
	Summit IT Partners
	09/30/2026
	Not Started

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Section 10 — Executive Summary
Major Changes This Month
Added the practice domain name (A-027) to the Master Asset Register and identified a corresponding risk (R-019) after reviewing a real-world case study on domain expiration.

New Risks
R-019 — Domain name expiration or unauthorized transfer.

Decisions Made
Approved centralizing Business Associate Agreement tracking; approved scheduling an annual backup restoration test.

Outstanding Issues
Security awareness training program is still informal (R-015); shared nursing workstation logins are still pending individual credentials (R-004).


Meeting Closeout
Overall Governance Health
☐ Excellent
☑ Good
☐ Needs Improvement
☐ Immediate Executive Attention Required

Next Monthly GRC Heartbeat™
Date: September 7, 2026

Executive Approval
	Role
	Name
	Signature
	Date

	Executive Sponsor
	Dr. Michael Bennett
	
	08/03/2026

	Office Manager
	Linda Foster
	
	08/03/2026

	IT/MSP Representative
	Summit IT Partners
	
	08/03/2026



Related Resource Center Documents
· F-001 Master Asset Register
· R-001 Enterprise Risk Register
· F-002 Unified System Security Plan
· G-001 Governance Roles & Responsibilities
· G-002 Monthly GRC Heartbeat™ Guide
· V-001 Vendor Register
· V-002 Vendor Risk Assessment
· C-303 Incident Response Playbook
· P-001 Business Continuity Plan
· P-002 Disaster Recovery Plan

